
A Cautionary Tale of 
Cryptocurrency Deception

Walter Houser, Volunteer
Financial Crimes Section

Montgomery County Police Department

12/18/2023 1

Presenter Notes
Presentation Notes

Bartoletti, M., Lande, S., Loddo, A., Pompianu, L., & Serusi, S. (2021, January 1). Cryptocurrency Scams: Analysis and Perspectives. Cryptocurrency Scams: Analysis and Perspectives | IEEE Journals & Magazine | IEEE Xplore https://scite.ai/reports/10.1109/access.2021.3123894 
Federal Trade Commission. (2020, July 16). Avoiding a cryptocurrency scam. Retrieved from https://consumer.ftc.gov/consumer-alerts/2020/07/avoiding-cryptocurrency-scam 
Federal Trade Commission. (2021, May 17). Spotting cryptocurrency investment scams. Retrieved from https://consumer.ftc.gov/consumer-alerts/2021/05/spotting-cryptocurrency-investment-scams 
Federal Trade Commission. (2022, June 8). Cryptocurrency scams and the LGBTQ+ community. Retrieved from https://consumer.ftc.gov/consumer-alerts/2022/06/cryptocurrency-scams-and-lgbtq-community 
Federal Trade Commission. (2020, June 26). Cryptocurrency blackmail scam alert. Retrieved from https://consumer.ftc.gov/consumer-alerts/2020/06/cryptocurrency-blackmail-scam-alert 
Federal Trade Commission. (2022, May 19). What To Know About Cryptocurrency and Scams. Retrieved from https://consumer.ftc.gov/articles/what-know-about-cryptocurrency-and-scams 
Federal Trade Commission. (2023, July 13). Cryptocurrency deposits with no returns. Retrieved from https://consumer.ftc.gov/consumer-alerts/2023/07/cryptocurrency-deposits-no-returns 
Federal Trade Commission. (2018, February). Know the Risks Before You Invest in Cryptocurrencies. Retrieved from https://consumer.ftc.gov/consumer-alerts/2018/02/know-risks-you-invest-cryptocurrencies
Trozze, A., Kamps, J., Akartuna, E.A. et al. Cryptocurrencies and future financial crime. Crime Sci 11, 1 (2022). https://doi.org/10.1186/s40163-021-00163-8 





Disclaimers

• The speaker is a volunteer and is not an official representative of the 
Montgomery County Police Department (MCPD).  

• This presentation is solely the speaker’s responsibility; it is not the 
official position of the MCPD or Montgomery County Government 
(MCG). 

• The MCPD does not endorse commercial products or services  Any 
reference to specific commercial products, processes, or services by 
service mark, trademark, manufacturer, or otherwise does not 
constitute or imply their endorsement, recommendation, or favoring 
by MCPD or MCG.
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A Retiree’s Cautionary Tale of 
Cryptocurrency Deception*

Disclaimer: The story is a synthesis of the reports the Montgomery County Police Department 
receives on a weekly basis.  Henry and BitGem are not real, but this story reflects the losses 
many retirees have suffered from cryptocurrency scams



Henry’s Story *

Henry’s savings may 
not cover his 

retirement living costs 
and rising medical bills. 

Potential of 
cryptocurrencies for 
significant returns to 
augment his savings.

Why would Henry speculate in cryptocurrencies? 

12/18/2023 4



• Henry’s new friend told him about this new cryptocurrency 
exchange.

• He went to the website and was impressed with the slick 
presentation and marketing materials. 

• The site offered an account with just a few dollars in coins he 
could get from the local gas station. 

• His account quickly grew, encouraging him to make more 
deposits.



• Many kinds of cryptocurrencies
Public Ledger coins
Bitcoin, Ethereum, BinanceCoin, Dogecoin

Privacy Coins
Monero, Zcash, Dash

Stablecoins are pegged to a specific fiat currency like USD.
Tether, USDC, MakerDAO's Dai, TerraUSD

• Coin mining
• Forking
• Mixers and Tumblers
• ICOs

Cryptocurrency Terms
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As of my last update in September 2021, there are thousands of cryptocurrencies in existence, each with its own unique features and purposes. However, I'll provide you with an overview of some of the most well-known and significant types of cryptocurrencies:
Bitcoin (BTC): Bitcoin is the first and most famous cryptocurrency, created by an unknown person or group of people using the pseudonym Satoshi Nakamoto. It operates on a decentralized network called blockchain and is primarily used as a digital store of value and a medium of exchange.
Ethereum (ETH): Ethereum is a decentralized platform that enables the creation of smart contracts and decentralized applications (DApps). Ether (ETH) is the native cryptocurrency of the Ethereum network and is used to pay for transaction fees and computational services on the platform.
Ripple (XRP): Ripple is both a digital payment protocol and a cryptocurrency. It aims to enable fast, low-cost cross-border payments and remittances. Ripple's XRP token is used within the Ripple network to facilitate transactions.
Litecoin (LTC): Often referred to as "the silver to Bitcoin's gold," Litecoin is a peer-to-peer cryptocurrency that shares similarities with Bitcoin. It was created by Charlie Lee and is known for its faster transaction times and lower transaction fees compared to Bitcoin.
Cardano (ADA): Cardano is a blockchain platform that focuses on scalability, sustainability, and interoperability. It uses the Proof-of-Stake (PoS) consensus mechanism and aims to provide a secure and reliable infrastructure for the development of decentralized applications.
Polkadot (DOT): Polkadot is a multi-chain blockchain platform that facilitates the interoperability of different blockchains. It allows different blockchains to communicate and share information securely.
Chainlink (LINK): Chainlink is a decentralized oracle network that connects smart contracts with real-world data and external systems. It enables smart contracts to access off-chain information, making them more versatile and powerful.
Binance Coin (BNB): Binance Coin is the native cryptocurrency of the Binance exchange, one of the largest cryptocurrency exchanges globally. BNB is used to pay for transaction fees on the Binance platform and can also be used in various other applications.
Solana (SOL): Solana is a high-performance blockchain platform designed for decentralized applications and crypto projects. It uses a unique consensus mechanism called Proof of History (PoH) to achieve fast transaction speeds.
Stellar (XLM): Stellar is a blockchain-based platform that aims to facilitate cross-border transactions and enable financial inclusion for all. It connects financial institutions and allows for fast and low-cost money transfers.
Keep in mind that the cryptocurrency market is continually evolving, and new projects and tokens may have emerged since my last update. Always conduct thorough research and exercise caution when dealing with cryptocurrencies, as the market can be highly volatile and risky.

Privacy coins are a specific category of cryptocurrencies that prioritize user privacy and anonymity in their transactions. These coins aim to enhance the privacy of participants in the blockchain network by employing various cryptographic techniques. By doing so, they provide users with greater control over their financial information, protecting them from surveillance and analysis. Some of the well-known privacy coins include:
Monero (XMR): Monero is one of the most prominent privacy coins. It uses advanced cryptographic techniques like ring signatures, confidential transactions, and stealth addresses to ensure the privacy of both the sender and the recipient in a transaction. Monero's blockchain obfuscates the transaction details, making it challenging to trace the flow of funds.
Zcash (ZEC): Zcash is another popular privacy-focused cryptocurrency. It allows users to choose between transparent transactions (similar to traditional cryptocurrencies like Bitcoin) and shielded transactions. Shielded transactions employ zk-SNARKs, a type of zero-knowledge proof, to ensure that transaction amounts and sender/receiver information remain confidential.
Dash (DASH): Dash offers optional privacy features through its PrivateSend functionality. When a user chooses to use PrivateSend, the transactions are mixed with those of other users, making it harder to trace the original source of the funds.
Verge (XVG): Verge is designed to prioritize anonymity and privacy through technologies like the Tor network and I2P (Invisible Internet Project). These features help obfuscate IP addresses, enhancing the privacy of users during transactions.
Horizen (ZEN): Formerly known as ZenCash, Horizen is a privacy coin that allows for both transparent and shielded transactions. It offers users the option to conduct transactions with privacy while still supporting transparent operations.
Beam (BEAM): Beam is a privacy coin that implements the Mimblewimble protocol. It enables confidential transactions while reducing the size of the blockchain, making it more scalable.
Grin (GRIN): Like Beam, Grin is also based on the Mimblewimble protocol. It emphasizes strong privacy features by removing transaction details while still ensuring the blockchain's integrity.
It's important to note that while privacy coins can offer enhanced privacy and anonymity, their usage has garnered attention from regulatory authorities concerned about illicit activities like money laundering and tax evasion. Consequently, some exchanges and countries may have implemented restrictions or delisted privacy coins due to regulatory compliance concerns. As always, users should exercise caution and understand the legal implications of using privacy coins in their respective jurisdictions.
�




•Phishing attacks
•Ponzi schemes
•Fake Airdrops and 
Giveaways

•Celebrity impersonation
•Pump and Dump Schemes
•Recovery Scams
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Cryptocurrency Scams like Common Scams

Presenter Notes
Presentation Notes
By hosting the malicious files on a decentralized, anonymous cryptocurrency blockchain.��https://krebsonsecurity.com/2023/10/the-fake-browser-update-scam-gets-a-makeover/�
Cryptocurrency-related frauds and scams have unfortunately become increasingly prevalent as the popularity of cryptocurrencies has grown. It's essential to be aware of these scams to protect yourself from potential financial losses and fraudulent activities. Here are some common types of cryptocurrency-related frauds and scams:
Phishing Scams: Phishing scams involve fraudsters posing as legitimate entities, such as cryptocurrency exchanges or wallet providers, through fake websites, emails, or messages. They trick users into disclosing their private keys, passwords, or other sensitive information, leading to the theft of their funds.
Ponzi Schemes: Ponzi schemes promise high returns on investments with little or no risk. These fraudulent operations use funds from new investors to pay returns to earlier investors, creating an illusion of profitability. Eventually, the scheme collapses, and most investors lose their money.
Fake ICOs (Initial Coin Offerings): Scammers create fake ICOs, mimicking legitimate projects, and encourage investors to buy non-existent or worthless tokens. Once they have collected enough funds, the scammers disappear, leaving investors with worthless tokens.
Fake Airdrops and Giveaways: Scammers impersonate well-known individuals or projects on social media platforms and promise to give away free cryptocurrency coins or tokens. To participate, users are asked to send a small amount of cryptocurrency as a fee or verification. However, no giveaway occurs, and the users lose their initial funds.
Pump and Dump Schemes: In a pump and dump scheme, fraudsters artificially inflate the price of a low-value cryptocurrency by spreading false or misleading information. Once the price reaches a peak, the scammers sell their holdings, causing the price to crash and resulting in losses for unsuspecting investors.
Fake Wallets and Applications: Scammers create fake cryptocurrency wallets and applications, often mimicking popular ones, with the intent of stealing users' private keys or login credentials. Unsuspecting users may unknowingly download these malicious apps and compromise their funds.
Impersonation Scams: Scammers impersonate well-known figures, influencers, or projects on social media and messaging platforms, offering investment opportunities or asking for donations. They may ask users to send cryptocurrency to a specific address, falsely claiming it will yield high returns or support a charitable cause.
Malware and Ransomware: Malicious software, including ransomware, can infect computers and hold users' cryptocurrency holdings hostage until a ransom is paid. It's essential to use reputable antivirus and security software to protect against such attacks.
Cloud Mining Scams: Fraudulent cloud mining services promise high returns on cryptocurrency mining contracts without requiring users to invest in mining hardware. In reality, these services may not have mining operations, and investors never see a return on their investments.
Rug Pulls: A rug pull is a type of cryptocurrency scam commonly seen in the context of decentralized finance (DeFi) projects. In a rug pull, the developers or organizers of a DeFi project suddenly and intentionally drain the project's funds, causing a significant drop in the token's value and leaving investors with substantial losses.
Piggybacking/Pig Butchering: In the context of cryptocurrency trading, piggybacking or pig butchering scams involve manipulating the price of a low-volume cryptocurrency by making a series of small trades. This can create a false impression of increased demand, encouraging other traders to join in, only for the initial scammers to sell at artificially inflated prices, leaving others with losses when the price crashes back down.
Fake Exchanges: Fake exchanges are fraudulent websites that mimic legitimate cryptocurrency exchanges. They trick users into depositing their funds with the promise of trading services, but once the deposits are made, users find they cannot withdraw their funds, and the fake exchange disappears.

To avoid falling victim to cryptocurrency-related frauds and scams, exercise caution, and practice due diligence. Always verify the legitimacy of projects, platforms, or individuals before sending any funds or disclosing sensitive information. Stick to reputable cryptocurrency exchanges and wallets, and be wary of any offers that sound too good to be true. When in doubt, seek advice from trusted sources or experts in the cryptocurrency community.


https://www.tidingsblog.com/microsoft-pensa-al-nuovo-data-center/
https://creativecommons.org/licenses/by-nc-nd/3.0/


Cloud Mining Scams
Fake Wallets and Applications
Rug Pull
Pig Butchering
Fake Exchanges
Fake ICOs
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Scams Unique to Crypto 

Presenter Notes
Presentation Notes
�Quote from https://krebsonsecurity.com/2023/09/experts-fear-crooks-are-cracking-keys-stolen-in-lastpass-breach/

Cryptocurrency-related frauds and scams have unfortunately become increasingly prevalent as the popularity of cryptocurrencies has grown. It's essential to be aware of these scams to protect yourself from potential financial losses and fraudulent activities. Here are some common types of cryptocurrency-related frauds and scams:
Phishing Scams: Phishing scams involve fraudsters posing as legitimate entities, such as cryptocurrency exchanges or wallet providers, through fake websites, emails, or messages. They trick users into disclosing their private keys, passwords, or other sensitive information, leading to the theft of their funds.
Ponzi Schemes: Ponzi schemes promise high returns on investments with little or no risk. These fraudulent operations use funds from new investors to pay returns to earlier investors, creating an illusion of profitability. Eventually, the scheme collapses, and most investors lose their money.
Fake ICOs (Initial Coin Offerings): Scammers create fake ICOs, mimicking legitimate projects, and encourage investors to buy non-existent or worthless tokens. Once they have collected enough funds, the scammers disappear, leaving investors with worthless tokens.
Fake Airdrops and Giveaways: Scammers impersonate well-known individuals or projects on social media platforms and promise to give away free cryptocurrency coins or tokens. To participate, users are asked to send a small amount of cryptocurrency as a fee or verification. However, no giveaway occurs, and the users lose their initial funds.
Pump and Dump Schemes: In a pump and dump scheme, fraudsters artificially inflate the price of a low-value cryptocurrency by spreading false or misleading information. Once the price reaches a peak, the scammers sell their holdings, causing the price to crash and resulting in losses for unsuspecting investors.
Fake Wallets and Applications: Scammers create fake cryptocurrency wallets and applications, often mimicking popular ones, with the intent of stealing users' private keys or login credentials. Unsuspecting users may unknowingly download these malicious apps and compromise their funds.
Impersonation Scams: Scammers impersonate well-known figures, influencers, or projects on social media and messaging platforms, offering investment opportunities or asking for donations. They may ask users to send cryptocurrency to a specific address, falsely claiming it will yield high returns or support a charitable cause.
Malware and Ransomware: Malicious software, including ransomware, can infect computers and hold users' cryptocurrency holdings hostage until a ransom is paid. It's essential to use reputable antivirus and security software to protect against such attacks.
Cloud Mining Scams: Fraudulent cloud mining services promise high returns on cryptocurrency mining contracts without requiring users to invest in mining hardware. In reality, these services may not have mining operations, and investors never see a return on their investments.
Rug Pulls: A rug pull is a type of cryptocurrency scam commonly seen in the context of decentralized finance (DeFi) projects. In a rug pull, the developers or organizers of a DeFi project suddenly and intentionally drain the project's funds, causing a significant drop in the token's value and leaving investors with substantial losses.
Piggybacking/Pig Butchering: In the context of cryptocurrency trading, piggybacking or pig butchering scams involve manipulating the price of a low-volume cryptocurrency by making a series of small trades. This can create a false impression of increased demand, encouraging other traders to join in, only for the initial scammers to sell at artificially inflated prices, leaving others with losses when the price crashes back down.
Fake Exchanges: Fake exchanges are fraudulent websites that mimic legitimate cryptocurrency exchanges. They trick users into depositing their funds with the promise of trading services, but once the deposits are made, users find they cannot withdraw their funds, and the fake exchange disappears.

To avoid falling victim to cryptocurrency-related frauds and scams, exercise caution, and practice due diligence. Always verify the legitimacy of projects, platforms, or individuals before sending any funds or disclosing sensitive information. Stick to reputable cryptocurrency exchanges and wallets, and be wary of any offers that sound too good to be true. When in doubt, seek advice from trusted sources or experts in the cryptocurrency community.


https://www.tidingsblog.com/microsoft-pensa-al-nuovo-data-center/
https://creativecommons.org/licenses/by-nc-nd/3.0/


Henry was Lured 
by a Fake Exchange

• Elaborate website and 
marketing materials 

• Appearance of 
legitimacy 

• Little to no information 
about the team behind 
the project or 

• Vague but enthusiastic 
promises of returns 
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Henry was Lured by 
a Fake Exchange

• Allows only token 
withdrawals

• Prevents significant 
withdrawals

• Forbids account closure
• Excuses: taxes 

• Exchange disappears
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Legit Exchanges are Robbed:
“Bitcoin Bonnie and Clyde” plead guilty

$4.5 billion money-
laundering scheme. 
Stole 119,754 bitcoin, over 

half of Bitfinex’s inventory. 
Moved coins to his wallet 

in more than 2,000 
transactions. 
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Presentation Notes
On Aug. 2, 2016, Ilya Lichtenstein and Heather Morgan stole 119,754 bitcoin, over half of Bitfinex’s inventory. 
They pleaded guilty to orchestrating a $4.5 billion money-laundering scheme. 
According to prosecutors, Lichtenstein transferred the coins to a cryptocurrency wallet under his control through more than 2,000 transactions. 
He then covered his tracks by deleting the access credentials in Bitfinex’s network.

https://www.cnn.com/2023/08/03/investing/crypto-couple-plead-guilty/index.html

https://www.washingtonpost.com/nation/2023/08/04/bitfinex-hack-guilty-plea/

https://news.yahoo.com/bitcoin-bonnie-clyde-plead-guilty-151000821.html





Legit Exchanges are Robbed:
“Bitcoin Bonnie and Clyde” plead guilty
Value skyrocketed from $600 to 

over  $68,000 in 2021. 
Funneled funds into dark-net 

marketplaces, converting the 
bitcoin into other forms of 
cryptocurrency and in accounts 
under false names. 
Made thousands of small-sum 

transactions to avoid detection.
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Presenter Notes
Presentation Notes
They pleaded guilty to orchestrating a $4.5 billion money-laundering scheme. 
On Aug. 2, 2016, Ilya Lichtenstein and Heather Morgan stole 119,754 bitcoin, over half of Bitfinex’s inventory. 
According to prosecutors, Lichtenstein transferred the coins to a cryptocurrency wallet under his control through more than 2,000 transactions. 
He then covered his tracks by deleting the access credentials in Bitfinex’s network.
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• Over $35 million stolen from over 
150 confirmed victims, 
many quite security savvy. 

• One Chainalysis employee lost 
millions. 

• The common thread is said to be the 
LastPass data breach.

Cryptocurrency Scams scam the Experts

This Photo by Unknown Author is licensed under CC BY-NC-ND

Presenter Notes
Presentation Notes
Krebs on Security, September 5, 2023,
Experts Fear Crooks are Cracking Keys Stolen in LastPass Breach https://krebsonsecurity.com/2023/09/experts-fear-crooks-are-cracking-keys-stolen-in-lastpass-breach/ 

The graphic was published by @tayvano_ on Twitter, depicting the movement of stolen cryptocurrencies from victims who used LastPass to store their crypto seed phrases.

https://www.tidingsblog.com/microsoft-pensa-al-nuovo-data-center/
https://creativecommons.org/licenses/by-nc-nd/3.0/
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How North Korea’s Hacker 
Army Stole $3 Billion in 
Crypto, Funding Nuclear 
Program for five years. 

Cryptocurrency Theft Funds Nuclear Weapons

Funding 50% of the DPRK 
ballistic missile program. 

Presenter Notes
Presentation Notes

https://www.wsj.com/articles/how-north-koreas-hacker-army-stole-3-billion-in-crypto-funding-nuclear-program-d6fe8782


https://truththeory.com/2017/09/06/north-koreas-latest-nuclear-test-eight-times-powerful-hiroshima/
https://creativecommons.org/licenses/by-nd/3.0/
https://www.wsj.com/articles/how-north-koreas-hacker-army-stole-3-billion-in-crypto-funding-nuclear-program-d6fe8782
https://www.wsj.com/articles/how-north-koreas-hacker-army-stole-3-billion-in-crypto-funding-nuclear-program-d6fe8782
https://www.wsj.com/articles/how-north-koreas-hacker-army-stole-3-billion-in-crypto-funding-nuclear-program-d6fe8782
https://www.wsj.com/articles/how-north-koreas-hacker-army-stole-3-billion-in-crypto-funding-nuclear-program-d6fe8782


See the September 28 
article in the Beacon 
Newspapers

Red flags in 
cryptocurrency 
investments
By Walter Houser
Posted on September 28, 2023

https://www.thebeaconnewspapers.com/red-flags-in-
cryptocurrency-investments/

12/18/2023

15

https://www.thebeaconnewspapers.com/red-flags-in-cryptocurrency-investments/
https://www.thebeaconnewspapers.com/red-flags-in-cryptocurrency-investments/


Solvability is a Challenge
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There are few legal 
rights or regulatory 

limits on your losses. 

Criminals conceal 
themselves behind fake 

personas stolen from 
social media.   

Electronic evidence is 
ephemeral and hard to 
collect, safeguard, and 

present in court. 

Scammers’ phone 
numbers, emails, and 

identities are likely 
“spoofed” and 
untraceable.   

Criminals request 
payment in money 

wires, gift cards, and 
cryptocurrency, 

methods that are 
irreversible and difficult 

to trace. 

Mobile peer-to-peer 
payment (P2P) services, 
like Venmo, Zelle, and 

Apple Pay, are also non-
recoverable and hard to 

track.  

These crimes generate 
little in the way of 
physical evidence.  

MCPD receives over 
4,000 financial fraud 

reports a year  

All reports are  
forwarded to the 
Financial Crimes 

Section 

FCS prioritizes based on 
multiple factors, including 

the solvability of the event.  

Scams usually originate 
outside MoCo and 

often outside the USA, 
hindering investigation 

and prosecution.

Not every report can be 
investigated.  

Presenter Notes
Presentation Notes
On average, the Financial Crimes Section receives over four thousand reports a year regarding financial fraud.  
Therefore, not every financial crime reported can be investigated.  However, the Financial Crimes Section supervisor does review all reports forwarded to the Financial Crimes Section 
prioritizes the cases that will be investigated based on multiple factors, including the solvability of the event.  
These scams usually originate outside Montgomery County and often outside the United States, hindering successful investigation and prosecution by law enforcement agencies. 
The scammers’ phone numbers and emails are more than likely “spoofed” and untraceable.   
These criminals ask for payments in methods like money wires, gift cards, and cryptocurrency, like Bitcoin, that are irreversible and difficult to trace. 
Mobile peer-to-peer payment (P2P) services, like Venmo, Zelle, and Apple Pay are also non-recoverable and hard to track.  It’s like a robbery with a getaway car traveling at the speed of light!  
There are no legal rights or regulatory limits on your losses. 
Furthermore, these crimes generate little in the way of physical evidence.  Criminals conceal themselves behind fake personas stolen from the vast amount of data available on social media.   
Electronic evidence is ephemeral and challenging to collect, safeguard, and present in court. 




Henry’s example demonstrates how individuals must be 
vigilant and cautious before investing.  

Thoroughly research any website or app before making a 
transaction or investment.  

Crypto exchanges are not regulated, and customer 
deposits, even when real, are not insured. 

Scammers hide behind anonymous identities, making it 
difficult to track them down, hold them accountable for 
their crimes, or recover stolen funds.  

Be wary of unrealistic promises of high returns. These 
scams often entice individuals with the promise of 
extraordinary profits quickly, a classic red flag for fraud. 

Scam 
Prevention 
Starts with 

You
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Thank You

On behalf of Chief Marcus G. Jones and the Montgomery County Police 
Department, thank you for the opportunity to speak to you today.  

If you have questions or comments, please call the MCPD Financial Crimes 
Section at 240-773-6330, or visit our website:
https://www.montgomerycountymd.gov/pol/fraud/cyber-crime.html

Email: police.cybercrime@montgomerycountymd.gov
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Questions
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Review

• https://jeopardylabs.com/play/cryptocurrency-and-scams
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