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Index Performance

2,448
Security  Weekly  25 Index

U p 144-145%  s ince incept ion

21,713
NASDAQ All- Time High

R eached on Augus t  13t h

21,449
NASDAQ Close

U p 223%  overall perf orm ance

First significant divergence  bet ween t he cybersecurit y  sect or 

and t he broader t ech m ark et  has  em erged,  s ignaling a shif t  in 

invest or sent im ent  and m ark et  dynam ics .



Why the Divergence?

Earnings Misses

C rowdSt r ik e revenue m is s  

highlight ed s ect or  

vulnerabilit ies  and inves t or  

concerns  about  growt h 

s us t ainabilit y

Rising Costs

Inf lat ion and pot ent ial t ar if f s  

are rais ing operat ional cos t s  

acros s  t ech s ect ors ,  s queezing 

m argins

Profitability  Pressures

Firs t  negat ive prof it  in 7 years  s ignals  f undam ent al challenges  in t he 

cybers ecurit y  lands cape

Q2 Rebound:  Des pit e challenges ,  t he s ect or  s howed res ilience wit h 

revenues  up 1.83%  and prof it s  s urging 14% , indicat ing pot ent ial 

recovery m om ent um .



The AI Factor: IT Layoffs or Realignment?

Significant IT Workforce Reductions

• T he t ech sect or  has  ex perienced subst ant ial layof f s ,  wit h 
over  150,000 workers  shed in 2024 alone,  according t o 
Layof f s . f y i.

• Microsof t ,  despit e report ing soaring sales ,  cont r ibut ed t o 
t hese f igures  by ax ing m ore t han 15,000 pos it ions .

These large- scale reductions raise questions about 
the industry 's health and future employ ment trends.

• 83,043 t ech em ployees  laid of f

• 194 t ech com panies  wit h layof f s  in 2025

• 67,749 gov’t  em ployees  laid of f  by DOGE

• 178,296 t ot al f ederal depart ures  in 2025



So far in 2025, there have been 521 layoffs at tech companies with 143,969 people impacted.
In 2024, there were 1,115 layoffs at tech companies w/ 238,461 people impacted. 

https://www.trueup.io/layoffs 

https://www.trueup.io/layoffs




The AI Factor: IT Layoffs or Realignment?

AI- Driven Transformation
T he prevalence of  AI  is  prom pt ing a cr it ical dis cuss ion:  

 Are t hes e layof f s  indicat ive of  a cyclic econom ic 
downt urn or  a s t rat egic realignm ent  of  t he 
work f orce?

C om panies  are increas ingly  inves t ing in AI 
capabilit ies ,  
 which m ay aut om at e cert ain t as k s  and 
 creat e dem and f or  new,  s pecialized roles ,  
 leading t o a prof ound s hif t  in s k ill requirem ent s  
 rat her t han jus t  job los s es .



The AI Factor: IT Layoffs or Realignment?

0 1

Lay off Speculation

Layof f s  at  C rowdS t rik e,  Micros of t ,  and Deep Ins t inct  f ueled m ark et  

s peculat ion about  AI  replacing hum an work ers

0 2

Budget Realignment

C om panies  are s t rat egically  s hif t ing res ources  t oward AI-driven 

init iat ives  rat her t han t radit ional approaches

0 3

Margin Preservation

AI is  pos it ioned t o pres erve prof it  m argins  and enhance ef f iciency,  

not  elim inat e people out right

CrowdStrike ~500 roles (5% of 
workforce)

Sophos ~6% reduction in 
workforce

Deep Instinct ~20 roles (~10% of 
staff)

Adarma (UK-based) 173 employees laid off 
(company collapse)

Presenter Notes
Presentation Notes
Deep Instinct: Founded: 2015, in Tel Aviv, Israel.
Headquarters: New York, with global operations.
Specialty: Pioneered the application of deep learning neural networks to cybersecurity.
Core Product: Predicts and prevents known and unknown malware, ransomware, and zero-day threats before execution.






Winners and Losers

Top Performers

• R ubrik  - S t rong growt h t raject ory

• Gen Digit al - C ons is t ent  perf orm ance

• C yberArk  - Mark et  leaders hip

Struggling Stocks

• V erint  - Facing headwinds

• C rowdS t rik e - R evenue challenges

Analy st Ratings Overview

Average rat ing:  1.756 (Moderate Buy)

Best -rated companies:  OpenS pan,  

V erint ,  Z s caler

Lowest ratings:  Qualys ,  N et S cout ,  F5

T he m ix ed analys t  s ent im ent  ref lect s  

t he s ect or ' s  t rans it ional period and 

uncert ain growt h pros pect s .

Presenter Notes
Presentation Notes
Gen Digital (ticker: GEN) is a cybersecurity software company headquartered in Tempe, Arizona.
It was formerly known as NortonLifeLock (and before that, Symantec’s consumer division). In late 2022, NortonLifeLock merged with Avast, another major cybersecurity provider, and rebranded as Gen Digital Inc.




IPO and M&A Landscape
1 IPO Market Slowdown

IPO m ark et  rem ains  s luggish wit h only  N et sk ope f iling 

t o go public.  Pr ivat e f irm s increas ingly  f avor PE buyout s  

or  s t rat egic acquis it ions  over public of f er ings .

2 Major M&A Activity

Palo Alto Networks  acquir ing C yberArk  (~$25B ) and 

Prot ect  AI  (~$500M) in landm ark  deals

3 Strategic Expansions

Zscaler  acquired R ed C anary t o push int o m anaged 

services

Keyfactor  acquired Inf oS  Global &  C yber Ins ight s

Presenter Notes
Presentation Notes
Keyfactor is a U.S.-based digital identity and PKI (Public Key Infrastructure) management company, specializing in certificate lifecycle automation, IoT identity, and post-quantum cryptography readiness. InfoSec Global is a cybersecurity company specializing in cryptographic agility management. Its platform helps organizations rapidly discover, inventory, remediate, and control cryptographic assets across their environments. infosecglobal.com+1
InfoSec Global plays a leading role in post-quantum cryptography initiatives, collaborating with NIST and contributing to frameworks like SPHINCS+. It offers solutions validated by NIST and included in federal programs like DHS's Continuous Diagnostics and Mitigation (CDM). infosecglobal.com+1
The company is now part of Keyfactor, integrating its cryptographic agility platform into Keyfactor’s broader digital identity and certificate lifecycle management ecosystem. 




Rank Company Market Cap

1 Palo Alto Networks $130.1B

2 CrowdStrike $104.8B

3 Cloudflare $74.7B

4 Fortinet $60.4B

5 Zscaler $42.7B



Private Investment Trends

Deal Characteristics

Privat e equit y  deals  are f ewer in num ber 

but  m aint aining subst ant ial deal s izes ,  

indicat ing select ive but  conf ident  

invest m ent  s t rat egies

Notable Funding

R eliaQuest  raised $500M, wit h a port ion 

allocat ed f or  f ounder buyout ,  

dem onst rat ing cont inued invest or 

appet it e f or  est ablished players

Market Sentiment

PE f irm s rem ain bullish on cybersecurit y  

f undam ent als  but  ex ercise increased 

caut ion due t o econom ic uncert aint ies

Concerns:  Pot ent ial t ar if f s ,  f ederal spending const raints ,  and scaling operat ional cost s  are creat ing headwinds  f or  

pr ivat e invest m ent  decis ions .

Presenter Notes
Presentation Notes
ReliaQuest is a cybersecurity company based in Tampa, Florida, that specializes in Security Operations as a Service (SOaaS). Founded: 2007.
Headquarters: Tampa, Florida.
Business Model: Focused on enterprise customers (large organizations with complex security needs).
Recent Growth: Raised $500M in private equity funding in 2024 (partly used for a founder buyout and global expansion).




Key Takeaways

Market Divergence

C ybersecurit y  sect or  is  diverging f rom  N AS DAQ due t o earnings  
pressure and sect or-specif ic challenges

AI Transformation

AI is  reshaping budget s  and operat ional s t rat egies ,  
f ocus ing on ef f iciency rat her  t han job replacem ent

M&A Dominance

IPO m ark et  s t alled while M& A and privat e equit y  
t ransact ions  dom inat e t he invest m ent  landscape

Growth Opportunities

Managed services  and post -quant um  crypt ography 
em erge as  k ey growt h areas  f or  t he sect or



Is Your Employer Focusing on 
Reskilling & New Opportunities?
Upskilling Initiatives
C om panies  are heavily  inves t ing in t raining program s  t o equip t heir  work f orce wit h AI-
relevant  s k ills ,  f ocus ing on areas  lik e dat a analyt ics ,  prom pt  engineering,  and et hical AI  
applicat ion.

Emergence of New Roles
AI is  a  cat alys t  f or  new s pecialized job cat egories  s uch as  AI  et hicis t s ,  dat a privacy 
of f icers ,  and AI int egrat ion s pecialis t s ,  redef ining t he lands cape of  f ut ure 
em ploym ent .

Enhanced Productivity
Ins t ead of  out r ight  replacem ent ,  AI  t ools  are augm ent ing hum an capabilit ies ,  
aut om at ing repet it ive t as k s ,  and allowing em ployees  t o f ocus  on s t rat egic t hink ing 
and creat ive problem -s olving.

Strategic Workforce Planning
Organizat ions  are act ively  re-evaluat ing and reim agining t heir  t alent  s t rat egies  t o 
s eam les s ly  int egrat e AI  capabilit ies ,  pr ior it iz ing adapt abilit y  and a cult ure of  
cont inuous  learning.
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