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A SCAM NEAR YOU
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https://youtu.be/_--EY4qcgQ4



HOW CAN THIS HAPPEN?

➢What are the three most dangerous devices 
in your home?

➢Who gets a lot of phone calls from 
unknown callers?

➢Who gets a lot of email? 
➢Who gets a lot of text messages?
➢Who shops online?
➢Who banks or invests online?
➢Who uses social media? 
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TOPICS

➢What are the Numbers?

➢Frauds and Scams

➢Identity Theft

➢Questions
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WHAT ARE THE NUMBERS?
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2024 FTC Consumer Sentinel Network at www.FTC.gov/Sentinel
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WHAT ARE THE NUMBERS?
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COMMON PRACTICES

✓ Urgency – “Act now or your account will be closed.”

✓ Fear – Arrest threats, tax penalties, hacked accounts.

✓ Authority impersonation – Police, IRS, banks, 
Microsoft, Amazon.

✓ Trust building – Friendly chat, empathy, flattery.

✓ Scarcity – “Only one spot left,” “offer expires soon.”

✓ Reciprocity – Send you a small “refund” or “bonus” 
first.

✓ Secrecy – “Don’t tell anyone it’s confidential.”
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IMPOSTER SCAMS

IRS, SSA, FTC, CMS, and other 
government agencies will initiate 
contact only in person or in writing. 

Gov’t agencies will not:

➢Call you (out of the “blue”)

➢Threaten to send “local cops”

➢Ask for payment in gift cards

➢Tell you to send money to a third party
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IMPOSTER SCAMS

 Unsolicited Calls from “Big Tech.”

 Pop-Up Messages.

 Fake Websites. 

 Pressure to Act Quickly.

 Request for Remote Access. 

 Say No! Hang up! 

 Disconnect the internet. 

 Scan for malware.  

 More at this MCPD QR Code:



ADVANCED FEE/FAKE CHECK
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CHARITY SCAMS

✓ Don’t be pressured. 

✓ Don’t give info over the phone.

✓ Verify that the charity is legit.

✓ Do they contract out for fundraising? 

✓ What percentage raised goes to the recipient?

✓ Pay the organization directly with a check or 
credit card, not gift card, Venmo, Zelle. 

✓ IRS, BBB Wise Giving Alliance, Charity 
Navigator, CharityWatch, and GuideStar 

1/28/2026Financial Crimes Section 

26



ROMANCE SCAMS
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INVESTMENT FRAUD 

When considering investment opportunities 

✓ Verify credentials 
and licenses. 

✓ Meet at their office.
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✓ Understand how they 
make their money. 

✓ Are they fiduciary 
agents? 



PHISHING EMAILS
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PHISHING EMAILS
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PHISHING EMAILS
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SMISHING
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To report smishing, 
forward the scam text 

to 7726 (SPAM) to your 
mobile carrier.



QUISHING
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➢ If the edges aren’t sharp 
and precise, it might be 
fake.

➢ Run your fingernail across 
the QR code. If there's a 
detectable edge or 
thickness, it could be hiding 
the legitimate sticker.

➢ If the QR code lifts away 
from the surface, don’t use 
it.



DON'T STEAL THE MAIL
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FRAUD: ATM SKIMMING

 Skimmers 

▪ Read the magnetic 
strip

▪ Capture your PIN 
with a camera or 
keypad overlay

 CHIP cards are 
safer

 Use the ATM 
inside the bank
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OTHER SCAMS

➢A family member in jail/injured
➢Utility threatens to cut your service 
➢Lottery 
➢Romance 
➢Jury scams
➢Jobs 
➢Zero balance gift cards
➢Computer helpdesk
➢Scareware
➢Package delivery
➢Any recent crisis
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IDENTITY THEFT

Someone steals personal information in 
order to pretend to be you so they can:

Commit crimes

Obtain credit cards

Get a tax refund

Get a mortgage 

Stick you with the bill
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IDENTITY THEFT
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Be careful what you share on social media

https://www.youtube.com/watch?v=gYlPcmwSdm0


HOW ID THEFT  OCCURS

Follow-on to other frauds
Not safeguarding personal info
Email and SMS links to bad websites.
Mailbox Theft
Dumpster diving.
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FRAUD PREVENTION

➢Screen phone calls/solicitations. 
➢ Don’t answer if you don’t recognize the number.
➢ Legit callers will leave a message. 
➢ Caller ID can be easily spoofed. 

➢Don’t be pressured or bullied.
➢Sounds too good to be true?  It probably is!
➢If you are interested, take your time, ask 

questions, and investigate the offer.
➢Legit vendors answer questions and put offers 

in writing. 
➢Never give out personal information
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FRAUD PREVENTION

 Use Credit Cards (vs. debit or gift cards)
 Request transaction alerts
 Review statements for suspicious activity
 Shred sensitive docs - Clean Cut Shredding
 Mail checks at the post office
 Freeze your credit at the reporting agencies:
Equifax, Experian, TransUnion

 Check your credit quarterly
https://www.annualcreditreport.com/
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HELP IS AVAILABLE

If you have been targeted, remember 

IT IS NOT YOUR FAULT!  

THESE SCAMMERS ARE PROS!
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HELP IS AVAILABLE

If you have been a victim of fraud, report it 
immediately:
 Report crime to MCPD at 301-279-8000

 A report is required for an insurance claim.

 Your bank or credit card company

 Better Business Bureau (BBB) WWW.BBB.COM

 Federal Trade Commission (FTC) WWW.FTC.GOV

 Internal Revenue Service (IRS)  WWW.IRS.GOV

 Federal Bureau of Investigation (FBI) WWW.IC3.GOV

 AARP Fraud Watch Network 1-877-908-3360
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Here is the TL/DR

✓When you get a phone call, email or 
text message, do you know who it 
really is?
✓You can be fooled because the 

scammers know so much about you. 
✓This is because of so many data 

breaches.
✓And so many data brokers sell your 

information. 
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Here is the TL/DR

✓To avoid a scam... start with the premise 
that every direct message, link, email, or 
text is fake and work from there. 

✓This should be your default response to any 
contact you did not initiate.

✓Any time you are asked to pay for 
something with a gift card, wire transfer, or 
cryptocurrency, it is a scam.

✓If you didn’t look for it, don't install it!
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Dept of Police Web Pages
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 Keeping Seniors Safe 
https://www.montgomerycountymd.gov/pol/seniors/index.html

 Frauds and Scams  
https://www.montgomerycountymd.gov/pol/fraud/frauds-and-
scams.html

 Fraud Reporting   
https://www.montgomerycountymd.gov/pol/fraud/reporting-fraud.html

 Cyber Crime          
https://www.montgomerycountymd.gov/pol/fraud/cyber-crime.html

 Influence and Fraud  
https://www.montgomerycountymd.gov/pol/fraud/influence.html

 Victim Resistance    
https://www.montgomerycountymd.gov/pol/fraud/resistance.html

 Financial Crimes Section    
https://www.montgomerycountymd.gov/pol/fraud/financial-crimes-
section.html 



AI DEEP FAKES
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ON BEHALF OF CHIEF MARC YAMADA AND 
THE MONTGOMERY COUNTY POLICE 
DEPARTMENT, WE THANK YOU FOR THE 
INVITATION AND THE OPPORTUNITY TO 
SPEAK TODAY.

Q U E S T I O N S  O R  C O M M E N T S ?

P L E A S E  C A L L  K S S  A T  2 4 0 - 7 7 3 - 5 6 1 5  O R  V I S I T  O U R  W E B S I T E

H T T P S : / / W W W . M O N T G O M E R Y C O U N T Y M D . G O V / P O L / S E N I O R S /

Thank 
you!



PHISHING TEST
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https://phishingquiz.withgoogle.com/

https://phishingquiz.withgoogle.com/
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