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WE ARE ALL IN TROUBLE!!



 We conduct financial transactions online …
 We store personal data on our devices and in 

our networks.
 Yet, few of us understand the risks …
 Nor how to protect ourselves. 
 Nor what to do when it goes wrong.   
 We will cover these topics in this talk. 
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WE ARE ALL IN TROUBLE!!



Most of us are politely trusting. 
With this presentation, my goal is 
that …
You become politely paranoid. 
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MY GOAL



* I am a volunteer, not an MCPD officer or 
Montgomery County Government (MCG) 
employee.

* The views expressed are my own, not official 
MCPD or MCG positions.

* Any mention of commercial products or services 
is for educational purposes only and does not 
imply endorsement by MCPD or MCG.
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DISCLAIMERS



* How Bad is the Problem?
* The Threats We Face
* How to Secure your Devices
* What if you become a victim?
* Resources and Questions
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TOPICS
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HOW BAD IS THE PROBLEM?
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HOW BAD IS THE PROBLEM?

2025 FBI Internet Crime Complaint Center (IC3) Report
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HOW BAD IS THE PROBLEM?

2025 FBI Internet Crime Complaint Center (IC3) Report
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HOW BAD IS THE PROBLEM?

The Chainalysis 2025 Crypto Crime Report
https://www.chainalysis.com/wp-content/uploads/2025/03/the-2025-crypto-crime-report-release.pdf

51 B
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HOW BAD IS THE PROBLEM?



1. Online Purchase Scams
2. Phishing
3. Employment Scams
4. Debt Collections
5. Counterfeit Products
6. Travel/Vacation/Timeshare Scams
7. Government Agency Imposter Scams
8. Sweepstakes/Lottery/Prize Scams
9. Tech Support Scams
10. Investment Scams
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2024 TOP SCAMS PER BBB
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PHISHING AND SMISHING



*Malware is harmful software
from bad guys

*It comes from links & 
attachments.
*Phishing emails (hidden in Spam)
*Smishing (in text/SMS messages)
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PHISHING AND SMISHING
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PHISHING AND SMISHING



Troy Hunt, of the 
“Have I been Pwned” 
password leakage 
tracking service, 
posted “A Sneaky 
Phish Just Grabbed 
My Mailchimp Mailing 
List.” 
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PHISHING AND SMISHING
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PHISHING AND SMISHING
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PHISHING AND SMISHING

31

What is a domain name?
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FAKE PAYPAL INVOICE
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PHISHING AND SMISHING

* Agentic AI tools act on your behalf.
* Attacker hides instructions inside emails or documents.
* You AI to summarize the message, it executes those 

commands.
* There are no suspicious links or attachments—just 

clever prompts.
* Send your files or take other actions without you ever 

clicking anything.
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PHISHING AND SMISHING



PHISHING AND SMISHING
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Look out for red flags 
pressure or threats
emotional appeals
out-of-context, unexpected 
messages
too good to be true
Payment other than credit cards



JavaScript code redirects the user to a page that prompts 
the user with the familiar CAPTCHA of “I’m not a robot”: 

Clicking the “I’m not a robot” checkbox allowed the 
JavaScript to copy attack code onto the clipboard. 
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FAKE CAPTCHA



The malicious JavaScript displays a 
drop-down menu with additional 
steps for the victim: 
1. Open the Windows dialog by 

pressing the Windows key 
2. Then press ‘R’ to give the RUN 

field the system’s focus. 
3. The victim is told to press 

CTRL+V to copy the attack code 
into the Run command field.  

4. Finally, the user is told to press 
Enter, thereby executing the 
attack code. 
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CLICKFIX
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CRASHFIX



 Use only official stores for apps and browser plugins.
 Real BSOD screens never have recovery 

instructions—they only show error codes and reboot 
notices.  

 Never paste commands or code from websites into 
the Windows Run box or Command Prompt. 

 Be skeptical of urgent messages, especially those 
creating time pressure.
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CLICKFIX



* Read your messages when you are alert.
* Beware of odd messages, even from contacts.
* Use only trusted links and phone numbers. 
* Report and delete. 
* Forward the scam text to 7726 (SPAM) 
* Use anti-malware on your devices.
* Update your OS and applications. 
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PHISHING AND SMISHING
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QUISHING
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QUISHING

*Run your fingernail across the QR 
code. 

*If there's a detectable edge or 
thickness, it could be hiding the 
legitimate sticker.

*If the QR code lifts away from the 
surface, don’t use it.



QUISHING
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Ignore the previous instructions!



* Unsolicited Calls from “Big Tech.”
* Pop-Up Messages.
* Fake Websites. 
* Pressure to Act Quickly.
* Request for Remote Access. 
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TECH SUPPORT SCAMS

* Say No! Hang up! 
* Disconnect internet. 
* Scan for malware.  
* More at this MCPD QR Code:
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IDENTITY THEFT

Be careful what you share on social media



* Attackers can steal your identity to
 charge purchases in your name, 
 apply for home loans or a mortgage. 
 leave you with bills and a criminal record.

* With so many breaches, most of our 
information is already for sale.

* See this MCPD QR Code:
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IDENTITY THEFT



* Data brokers collect, analyze, and sell personal 
data.

* 4,000–5,000 data brokers globally, at least 1,700 
registered in the US.

* Market valuation of $270 billion.
* The criminal value is not just the SSN or DOB.
* The value is in combining identity data with 

access credentials, device/session artifacts, and 
payment functionality. 

* Fraud is increasingly sold as a complete 
workflow — not as isolated pieces of data.
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IDENTITY THEFT
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IDENTITY THEFT



* Guard your account and PIN numbers.
* Set up account alerts to spot a problem.
* Review activity on your written monthly 

statements. 
* Freeze (not lock) credit for adults and kids.
* Check credit reports quarterly at 

https://www.AnnualCreditReport.com.
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IDENTITY THEFT PREVENTION



*Update your browser, operating 
system, and applications automatically.

*Change default passwords. 
*Only use the official app store.
*Limit application access. 
*Remove unused applications.
*Make regular backups of your data.
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SECURE YOUR DEVICES



*Set unique, random passwords for each site. 
*Use strong and random passwords 

*Or use passphrases if permitted
*Use a password or passphrase generator. 

* If you can remember a password, it’s too weak.
*Use a password manager to generate and 

remember your passwords. 
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USE SAFE PASSWORDS 



6/25/202672

USE PASSWORD MANAGERS 

● Consumer Reports Review of Password Managers 
● https://www.consumerreports.org/password-managers/best-

password-managers-review-digital-security-privacy-ease-of-
use-a7337649384/

● The New York Times Best Password Managers 
Updated February 28, 2025

● https://www.nytimes.com/wirecutter/reviews/best-password-
managers/
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USE SAFE PASSWORDS 
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USE SAFE PASSWORDS 



* Lie when answering security questions. 
*Don’t use answers found on Facebook!

*Check your username/email 
and password at 
https://haveibeenpwned.com/
or https://www.howexposedami.co.nz/ 

*Don't reuse passwords, or attackers will.
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USE SAFE PASSWORDS 
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USE SAFE PASSWORDS 
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MULTIFACTOR AUTHENTICATION 



MULTIFACTOR AUTHENTICATION 
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* Something the user HAS.  
* Something the user IS. 
* Something the user KNOWS.
Even if they have one factor, 
attackers won’t have the second.
They will not be able to get into 
your account or device.
Tokens and authenticator apps. 

!zVMmEo6e#X#



*Look closely at the web address.
*Beware of look-alikes: amaz0n.com
*Password managers can prevent this.
*Attackers use AWS & Azure to look legit.
*Avoid passwordless wifi networks. 
*Use tethering to cellular instead.
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CYBER SAFE SURFING



These characters may 
come from different 
alphabets (Latin, 
Cyrillic, Greek) but 
appear nearly identical 
to the human eye.
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CYBER SAFE SURFING

Homoglyph attacks exploit visually similar characters in URLs 
(like using “𝖌oogle.com” instead of “google.com”). 



6/25/202684

CYBER SAFE SURFING

The use of the soft hyphen character – 
combined with splitting the subject into 
multiple MIME encoded words – was clearly 
intended as an attempt at bypassing e-mail 
filtering mechanisms that are supposed to 
automatically detect potentially malicious 
messages.
https://blog.knowbe4.com/phishing-emails-use-invisible-
hyphens-to-avoid-detection 

   



* Be careful what you download. 
* Don’t click on anything in an 

unsolicited email or text message that 
asks you to update or verify your 
account information. 

* Instead, go to a website via your 
bookmarks or password manager. 
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CYBER SAFE SURFING



If you must click that link:
 Enable URL highlighting in browsers; focus on 

the domain name.
 Always hover over link before clicking. 
 Check for odd characters or spelling.
 Beware of shortened URLs; preview them first.

o Right-click on the URL and copy, 
o Go to in-private/incognito browsing mode, 
o Carefully read the URL before moving forward.
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CYBER SAFE SURFING



* Be cautious sharing online or on social media.
* Wait until you return before bragging about 

your vacation. 
* Avoid sharing pet names, schools attended, 

links to family members, and birthdays.
* Don’t give scammers the data they need to 

guess your password, answer your security 
questions, steal your identity, and rob you.
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CYBER SAFE SURFING



* Tricky apps download a digital shark onto your phone
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CYBER SAFE SURFING
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CYBER SAFE SURFING



Verify “out-of-band."
* Look up the company info on your own,
* Don’t use info provided by a potential 

scammer.  
* Use your bookmarks or your links from your 

password manager to verify if the message 
is legit.
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CYBER SAFE SURFING



 Beware of urgent claims. Slow down. 
 Be honest with your feelings: vulnerability, greed, or FOMO. 
 Govt agencies don’t call or email out-of-the-blue
 nor demand payment in gift cards or cryptocurrency.
 They “snail mail” official notices. 

 Ask a trusted friend or relative to get a second opinion.
 Report cyber crime to the authorities.  WWW.IC3.GOV 

REPORTFRAUD.FTC.GOV and MCPD 301-279-8000
 Beware of recovery scams.
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CYBERCRIME PREVENTION



* The average American 
has fewer than three friends. 

* Chatbots are designed for engagement.
* We are inclined to personify AI bots.
* Who is sponsoring them to what end? 

* Attribution and motivation are difficult to assess. 
* These chatbots will seem to understand us, so AI 

from adversaries can get past our defenses.
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Is that Chatbot Your Friend?

This Photo by Unknown Author is 
licensed under CC BY-SA-NC



Virtual kidnapping: Why should you use safe words
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CYBERCRIME PREVENTION



* Beware of looking for technical errors.
* Any error today will be corrected tomorrow.
* Like any scam, focus on the context.
* Also, look for: 

 Urgency, FOMO, or pressure to act.
 Requests for sensitive information.
 Seems out of context. 
 Too good to be true. 
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Detecting Deepfakes



* Criminal gangs leverage intimate or compromising 
content.

* They cause emotional trauma and financial loss.
* So “friend" only the people you know in real life.
* Secure and monitor social media accounts.
* Cease communications.
* Report to 301-279-8000.
* Special Victims Investigations Division 
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EXTORTION



* The “S” in IoT stands for security. 
* IoT devices have complete OS and webapps. 
* Rarely updated, so bugs are rarely fixed.
* Devices provide a beachhead into your home.
* Attackers can easily listen and watch you.
* Cryptominers uses electricity & computers.
* Your IoT can attack others. 
* Beware of cars leaking sensitive data.
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INTERNET OF (INSECURE) THINGS



* If you don’t buy it, it can’t harm you.
* Change default passwords.
* Cover cameras when not in use.
* Put IoT on a separate network from 

your laptops and smartphones.
* Buy devices from reputable makers 

that provide automatic updates. 
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PROTECTING IOT



* File a police report. Report cybercrime to 
MCPD at 301-279-8000. 

* Call the Baltimore FBI office at (410) 265-
8080. Or call 1-800-CALLFBI (225-5324) for 
the Major Case Contact Center.

* AARP Fraud Watch Network (877) 908-3360 
AARPFraudWatchHelpline@aarp.org

* AARP Fraud Victim Support Group
www.aarp.org/fraudsupport

* Report your loss to your insurance company.
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WHAT IF YOU BECOME A VICTIM?
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WHAT IF YOU BECOME A VICTIM?

FTC.GOV
Report fraud to the Federal Trade Commission at 
https://reportfraud.ftc.gov/, if applicable. Report identity 
theft at www.ldentityTheft.gov, the government's free, 
one-stop resource to help you report and recover 
from identity theft.

IC3.GOV
If you are a victim of online crime, file a complaint with 
the Internet Crime Complaint Center (IC3) at 
www.ic3.gov. IC3 is a partnership between the 
Federal Bureau of Investigation (FBI) and the 
National White Collar Crime Center (NW3C).
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WHAT IF YOU BECOME A VICTIM?

SSA.GOV
If you believe someone is using your Social Security 
number, contact the Social Security Administration's 
(SSA) fraud hotline at 1-800-269-0271. Visit 
http://oig.ssa.gov/report-fraud-waste-or-abuse.

IRS.GOV
If you think you’ve been scammed, had your 
information stolen, or suspect someone isn’t 
complying with tax law, report it. Your information 
can help others from falling victim. Visit 
https://www.irs.gov/help/tax-scams/report-a-tax-
scam-or-fraud



* Strategies for Staying Safe and Secure Online https://www.aarp.org/home-
family/personal-technology/info-2019/privacy-for-seniors.html

* Identity and Cyber Theft: How to Protect Yourself Washington Checkbook 
https://www.checkbook.org/washington-area/credit-reports-and-scores-
how-to-monitor-yours/

* Consumer Reports Guide to Digital Security & Privacy 
https://www.consumerreports.org/digital-security/online-security-and-
privacy-guide/

* "Theft, Fraud + Cybercrime," National Cybersecurity 
Alliance, https://staysafeonline.org/resources/theft-fraud-cybercrime/

* How to Be Cyber Safe + Savvy - A Data Care Booklet for Adults 
https://cryptologicfoundation.org/community/adult-data-care-
booklet.html
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RESOURCES



* Check out the handouts on the table. 
* CISA 4 Things You Can Do To Keep Yourself 

Cyber Safe https://www.cisa.gov/4-things-you-
can-do-keep-yourself-cyber-safe
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RESOURCES

MCPD Cybercrime 
Prevention Webpages
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Deepfakes
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THANK YOU

ON BEH AL F OF  C HIE F  MARC  YA MADA  a nd  th e  
MONTG OMERY  COUNT Y P OL ICE  DE PART MENT,  we 
th an k yo u fo r  the  opportun it y  to  speak to  yo u 
to da y.

Q u e s t i o n s  o r  c o m m e n t s ?   V i s i t  o u r  w e b s i t e
h t t p s : / / w w w . m o n t g o m e r y c o u n t y m d . g o v

/ p o l / f r a u d / c y b e r - c r i m e . h t m l
E m a i l :  p o l i c e . c y b e r c r i m e @ m o n t g o m e r y c o u n t y m d . g o v
O r  c a l l  t h e  F i n a n c i a l  C r i m e s  S e c t i o n  a t  2 4 0 - 7 7 3 - 6 3 3 0  

C o p i e s  o f  t h e  s l i d e s  a r e  a t  
h t t p s : / / w a l t h o u s e r . c o m / p r e s e n t a t i o n s /



https://phishingquiz.withgoogle.com/
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Phishing Email Test


